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Welcome

u Maricela Segura
Regional Director
FTC Western Region Los Angeles office

u msegura@ftc.gov



Scammers follow the headlines

u As headlines change, so will the scams

u Scammers target small businesses, too

u Help the FTC and law enforcement partners know 
what youõre seeing

u Report scams to ftc.gov/complaint 



Email/text scams & malicious websites

u Phishing emails & texts

ÅGet your money

ÅGet your information

ÅLinks to malware sites

u Malicious websites

ÅLots of domains including 
òCoronavirusó

ÅStick with known, trusted sites



Government help for individuals

u The government will not ask you to pay up front 
to get any money

u The government wonõt call you out of the blue to 
ask for your financial or personal information

u Anyone who tells you they can get you money 
NOW is a scammer.



Government help for business

u Source for accurate information

Åsba.gov/coronavirus

u Scammers tactics:

ÅEmails that look like theyõre from SBA or your 
bank

ÅCalls impersonating the government

ÅPromise fast track



Business email scams

u A scammer sets up an email that looks like itõs from 
your company. 

ÅWarn your employees 

ÅMake sure everyone knows who to call to confirm 
a suspicious directive received by email

ÅKeep the network security up to date and remind 
employees working remotely to do the same 



I.T. scams

u Your employee gets a message from someone 
claiming to be from your IT department.

u The fraudster may know a lot about the business.

u Train your employees and remind them often to:

ÅNever give out passwords. Stop and verify.

ÅDonõt be quick to click on links. Stop and verify. 



Supply scams & fake invoices

Avoid fake websites

uType in URLs you know 
to be genuine 

uCheck out suppliers 
with trusted industry 
colleagues

Donõt pay fake invoices

uAsk employees to follow 
procedures and verify



Illegal robocalls

u Donõt press any numbers

u Hang up

u Block the number

u Report to ftc.gov/complaint 

òYour business may 
be affected by the 
Coronavirus . . . .ó



Fake Charities

u Often appear with crises

u Before you give: do your homework

u If you give, never pay by cash, gift card or 
money transfer

u Report to ftc.gov/charity



Data scams

u Keep security software up to date

u Secure your home network

u Keep an eye on your laptop

u Securely store sensitive files

u Shred sensitive documents

u Find more at www.csrc.nist.gov and 
www.ftc.gov/cybersecurity 



Misinformation & rumors

u Ask yourself these 3 questions:

1. Who is this message from?

2. What do they want me to do?

3. What is the evidence behind this message?

u usa.gov/coronavirus 



FTC law enforcement

u The FTC & FDA sent warning letters to makers of teas, 
essential oils, and colloidal silver

ÅSaid their products would help prevent coronavirus

ÅBUT: No evidence to back up claims

u Companies included
ÅVital Silver

ÅAromatherapy Ltd

ÅN-ergetics

ÅGuruNanda, LLC

ÅVivify Holistic Clinic

ÅHerbal Amy, LLC

ÅThe Jim Bakker Show



FTC law enforcement

u The FTC sent warning letter to VoIP companies 
that:

Åtransmit or carry illegal robocalls for 
telemarketers

ÅOr give the phone numbers scammers use for 
people to call them back



Stay informed

u Get the FTCõs Business Alerts: ftc.gov/subscribe

u Report scams or questionable claims: 
ftc.gov/complaint

u Know the latest on the Coronavirus

ÅHealth info: www.coronavirus.gov

ÅCOVID-19 Scams: ftc.gov/coronavirus

ÅFederal govõt response: usa.gov/coronavirus

http://www.ftc.gov/subscribe
http://www.ftc.gov/complaint
http://www.coronavirus.gov/
http://www.ftc.gov/coronavirus
http://www.usa.gov/coronavirus


Help us spread the word



Questions?

u Maricela Segura
msegura@ftc.gov
310-824-4300

mailto:msegura@ftc.gov


Fighting COVID -19 Scams

in L.A. County

Keven Chavez, Public Information Officer, L.A. County DCBA



Fighting COVID -19 Scams in L.A. County

L.A. County Disaster Help Center

º Nonprofits

º Businesses

º Workers

º Renters

º Landlords



Scams are always a booming business.



Coronavirus testing 

scams Home coronavirus 

testing kits

ºRed Cross testing

door -to -door

ºUpdates from 
covid19.lacounty.gov


